SLS06 - TP ROUTEUR AFFICHEUR
INDUSTRIEL

1. Résumé

reseaul :
afficheur 192.168.3.83
routeurl 192.168.3.80
routeur interface wanl:172.19.3.80
routeur interface wan2 :
pc config ethernet 192.168.3.82 (ethernet) (ou en dhcp si activé sur le routeur)
pc config wifi 172.19....

reseau? :

routeur2 (LAN)192.168.2.70
routeur interface wanl:172.19.3.70
routeur interface wan2 :

pc config ethernet 192.168.2.72 (ou en dhcp si activé sur le routeur)

swtich entre les deux réseaux avec un lien vers le réseau du lycée

2. Installation

Proposer une schéma ou demander le schéma a I'enseignant (voit résumé)
Cabler les éléments

Reset les routeurs (voir document technique : factory)(8 secondes -’led test’ orange
puis éteinte - sur bouton reset arriere)
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Relever l'ip de I'afficheur (apparait au démarrage sinon il est mal configurer : 9600-8N1
module Ethernet actif (3-4) switch mode

Avec Microsoft edge aller sur la page de configuration du routeur : 192.168.1.1

(faire détail pour passer I'avertissement de sécurité.

& a ond-Recherche @) FVS236Gv2_RM_18DEC14p [ FVS326Gv2_ RM_18DEC14p | [ Erreur de certificat:nav X \ + v = X
< - 0 @ A Erreur de certificat | httpsy/192.168.3.80/ ¥r = LB -
Rechercher dans la page ~ Saisir le 4 rechercher Aucun résultat < > options v X

[ Atteindre votre page d‘accueil

Détails

Votre PC ne fait pas confiance au certificat de
sécurité de ce site web.

Le certificat de sécurité de ce site web n’est pas
encore valide ou a expiré.

Le nom d'héte du certificat de sécurité de ce site
web differe de celui du site web que vous essayez
de consulter.

Code d”erreur DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_DATE_INVALID
DLG_FLAGS_SEC_CERT_CN_INVALID

Atteindre la page web (Non recommandé)

https://192.1683.80/

£ Taper ici pour rechercher

Se loguer avec : login (admin) pass (password) voir doc.technique

3. Configuration des réseaux

3.1 réseau 1

reseaul :

afficheur 192.168.3.83

routeur 192.168.3.80
routeur interface wanl:172.19.3.80
routeur interface wan2 :

pc coonfig ethernet 192.168.3.82 (ethernet)

pc config wifi 172.19....
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3.1.1 Changer l'adresse LAN du routeur
Network configuration + LAN setting :

< | o cmd- Recherche [ Fvs336Gv2_RM_18DEC14.p  [B) FVS336Gv2_RM_18DEC14p | B NETGEAR Prosafe™ -Ec ‘ + - X
& > O ] M\ Erreur de certificat | httpsy//192.168.1.1/scgi-bin/platform.cgi e = 71w

Rechercher dans la page  Saisir le texte & rechercher Aucun résultat Options ~ e

NETGEAR

.
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FV5336Gv3

Security VPN Users Administration Monitoring Web Support Logout

WAN Settings SIIT  Protocol Binding  Dynamic DNS. DMZ Setup QoS  Routing

@a Ot

@) Help
Profile Name: |Default
wan
@) Help
Port 1 Port 2 Port 3 Port 4/DMZ
@) Help
1o deress: [152 Jfion Jp_ o ] Sbnet Hask: EE
2 Help
() Disable DHCP Server
(@ Enable DHCP Server [] Enable LDAP information
Domain Name: LDAP Server:
Starting IP Address: Search Base:
Ending 1P Address: Port: (enter 0 for default port)
primary ons server: [ ]
Secondary ons servers [ 1]
Lease Time: Hours
() DHCP Relay
Relay Gateway: ! ! ]
@) Help

H P Taper ici pour rechercher

3.1.2 Configurer le Pcconfig
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Décartivar ca ndrinhdriaua récaan Dizanackinuer catta cannagion 3 - T
l" Wi-Fi
A - .
leréseau  Patage — Meon connecté
fnet Ad.. 3 d:lﬂ] Cualcomm Atheros ARD
spriétés de : Protocole Internet version 4 (TCP/1Pvd) *
Enéral

_es paramétres IP peuvent étre déterminés automatiqguement si votre
-éseau le permet. Sinon, vous devez demander les paramétres IP
sppropriés & votre administrateur réseau.

() Cbtenir une adresse IP automatiquement
(®) Utiliser 'adresse IP suivante :

Adresse [P 192 .168 . 3 . B2
Masque de sous-réseau : 255.255.255. 0
Passerelle par défaut 192,168 . 3 . &0

sses des serveurs D

o

(®) Utiliser 'adresse de serveur DNS suivante :

Serveur DMNS préféré : 8 .8 .8 .38
Serveur DNS auxiiaire : l:l

[Jvalider les paramétres en quittant Avancé...

Vérifier la configuration par un CMD puis IPCONFIG :

Retourner sur 'interface de configuration du routeurl

3.1.3 Test de contréle de I'afficheur industriel
Envoyer un message a l'afficheur
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CA MARCHE

B & O ChipWeb server X l@ FV5336Gv2_RM_18DEC14.p ‘ @ FV5336GV2_RM_18DEC14p | [ NETGEAR ProSafe™ -WAN | + v

& = 0D @ 0O 192168383indexhim PR

Rechercher dans lapage  Saisir le texte & rechercher Mucunrésultst (> Options v

" ¢

5 Messages '

& (estion des messages

Gestion des messages ‘Name Value HDESCﬁ[JﬁDH ‘

o Contril ‘Afﬁchage HSll HNumero du messageencours‘

T e ‘Numém du message H|1 | Valeur entre | et 510 ‘
U Vienalicatian canfimeatinn racasn fo - I (=8 . PR |

On veut maintenant pouvoir envoyer un message d’un autre réseau.

Il faut configurer les WAN des routeurl et des routeur?2.

3.2 Configuration du WAN

Mode NAT + WAN1 primary

H a9 | [ chipWeb server

& Fv5336Gv2_RM_18DEC14.p: ‘ B Fvs336Gv2_RM_18DEC14.p: ] [ NETGEAR ProSafe™ - W l+ iV
< - 0O m A Erreur de certificat | https://192.168.3.80/scgi-bin/platform.cgi?page=wan_mode.htm hd 3=

Rechercher dans la page  Saisir le texte & rechercher Aucun résultat < > Options

NETGEA

(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

WAN Setup 6 to 4 Tunneling ISATAP Tunnels @ 1Pvd O IPVE

# NAT (Network Address Translation)

Use NAT or Classical Routing between WAN & LAN interfaces?
(® NAT

(O Classical Routing

(®) 1Pv4 only mode

() 1Pva / 1Pv6 mode

(O Load Balancing Mode Weighted LB
@ Primary WAN
[ Auto Rollover Secondary: |WAN2
| Apply | | Reset |

——————————————————————————————————————————————————————————————————
2014 © Copyright NETGEAR®
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WAN setup :

< [ Chipweb server @ FVS336Gv2_RM_18DECT4.p @ FVS336Gv2_RM_18DEC14p | [ NETGEAR ProSafe™ -W ¢ ‘ + = X
<« - O m A Erreur de certificat | https;//192.168.3.80/scgi-bin/platform.cgi ¥ = 1 =
Rechercher dans la page Saisir le texte 3 rechercher Aucun résultat Options ~ x

NETGEAR

.
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support Logout

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

WAN1 IPv4 ISP Settings @ secondary Addresses €) Advanced @ IPva (OIPvE

Operation succeeded

(@) Help
Does Your Internet Connection Require a Login? Login: |
. Password: [
@ Help
Which type of ISP connection do you use? AccountMame: [ |
® sustria (PPTP) Domain Name: [ |
Other (PPPoE) Idle Timeout: '® Keep Connected
Idle Timeout
B Minutes]
My IP Address: ’_’_,_,_
Server IP Address: ’_’_,_,_
{Current 1P Address) ) Help @ Help
() Get Dynamically from ISP Get Automatically from ISP
Client Identifier: ,7 Use These DNS Servers
Vendor Class Identifier: Primary DNS Server:

@® Use Static IP Address Secondary DNS Server: [ [ || || ]
1P Address:

1P Subnet Mask:
Gateway IP Address:

H L Taper ici pour rechercher

La table de routage du routeur est accessible par: DIAGNOSTIC + routeur otpion +
Display (table routing)
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] <= [ METGEAR ProSafe™ - WAN | [ NETGEAR ProSafe™ - Di | 4+

= X
< = 0O Mw A\ Erreur de certificat  https://192.168.3.80/5cgi-bin/platform.cgi?page=diagnostics.htm e = 71 =
NETGEAR
.
[PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SS5L VPN Firewall FV5336Gv3
Network Configuration Security VPN Users Administration Web Support  Logout
Router Status  Active Users  Traffic Mater Firewall Logs & E-mail VPN Logs
pus Q17
—_—
(Z) Help
Ping through VPN tunnel? []
Select Local Gateway:
Select VPN Policy:
1P Address { Domain Name: [www.netgearcom | @ b | @ Tacerone
) Help
S —
(Z) Help
Display the IPv4 Routing Table: B  Display
Reboot the Router: ()  Rebost
Capture Packets: 1 Packet Trace
NETGEAR ProSafe™ - Route Display - Microsoft Edge = m] b
M Erreur de certificat | ht 192.168.3.80/scgi-bin/platform.cgi?page=po
Schedule Reboot: [ ] Jeearbine HearbagEmRal
Reboot Time: |0 [HH] |0 Route Display B
Apply Reset : - - -
Destination | Gateway Genmask Flags | Metric |Ref | Use| Iface
127.004 | 127.0.0.1 | 255.255.255.255 |UGH| 1 |0 | @ lo
192.168.3.0 | 0.0.0.0 255.255.255.0 | U | 0 [o[ o] ethor |
172.15.0.0 0.0.0.0 255.255.0.0 u o [0 oetho.aosz
o [0

0.0.0.0 172.13.0.252 0.0.0.0 us =th0.4053

2014 & Copyrizht NETGEAR®

H L Taper ici pour rechercher

3.2.1 Test de sortie
On place un switch entre les deux routeurs avec une liaison vers le réseau du lycée.
Test d’une recherche internet :

OK CA MARCHE

le routeurl est bien configuré
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4. Configuration réseau2

Refaire les mémes opérations en appliquant les valeurs suivantes :

reseau? :

routeur (LAN)192.168.2.70
routeur interface wanl:172.19.3.70
routeur interface wan2 :

pc config ethernet 192.168.2.72
4.1 Configuration du routeur2

5 <3 | B chipweb server @ FV5336Gv2_RM_18DECT14.p @ FV5336Gv2 RM_18DEC14.p | [ MNETGEAR Prosafe™ -Ec X | -+ — X
&« O m My Erreur de certificat | https://192.168.2.70/scgi-bin/platform.cg Tr = 7 =
Rechercher dans la page Saisir le texte 3 rechercher Aucun résultat Options ~ Y

NETGEAR

i
ROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Sattings SIIT  Protocol Binding  Dynamic DNS DMZ Setup QoS  Routing

Edit VLAN Profile @1Pva (O 1Pve
e

Z Help
Profile Name:
vLAN 10
@ Help
Port 1 [] Port2 Port 3 [] Port 4/DMZ
Z Help
@ Help
() Disable DHCP Server
® Enable DHCP Server [] Enable LDAP information
Domain Name: LDAP Server:
Starting IP Address: Search Base:
Ending IP Address: [192 |[188 |2 |75 | Port: (enter 0 for default port)

Primary DNS Server: I:H:“:H:l
Secondary DNS Server: [ | | [ ]
s sever: 1]

Lease Time: Hours

¥ Invite de commandes

) DHCP Relay

Relay Gatewa;: (e

H L Taper ici pour rechercher
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B <= [ chipweb server B Fvs3366v2 RM_18DEC14p [ FVS336Gv2_RM_1BDEC14p | [ METGEAR Prosafe™ -W X ‘ + v - X
< = 0O Mw A Erreur de certificat  https://192.168.2.70/scgi-bin/platform.cqi e = 71 =
Rechercher dans la page Saisir le texte 3 rechercher Aucun résultat Options ~ Y

NETGEAR

.
ROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall F¥S336Gv3

Security VPN Users Administration Monitoring Web Support Logout

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

@ secondary Addresses (@ Advanced @ 1Pvd () 1PVE
@ Help
Does Your Internet Connection Require a Login? Login: ’7
QO Yes password: [ |
® Mo
@ Help
Which type of ISP connection do you use? Account Name: [ |
® Austria (PPTP) Domain Name: [ |
Other (PPPoE) Idle Timeout: (® Keep Connected
Idle Timeout
5] tminutas)
My IP Address: ’_’_,_,_
Server IP Address: ’_’_,_,_
[Current 1P Address) @) Help @ Help
() Get Dynamically from ISP Get Automatically from ISP
Client Identifier: e (®) Use These DNS Servers
Vendor Class Identifier: Primary DNS Server: [& |5 |8 | |
@ Use Static IP Address Secondary DNs server: [ [ |||
IP Address:
IP Subnet Mask: DD
Gateway IP Address: El
@) Help

H L Taper ici pour rechercher

4.1.1 test du contréle de I'afficheur

Envoyer un message depuis le Pcconfig (192,168,2,72) du reseau 2 vers l|'afficheur
(192,168,3,83)

Ca ne MARCHE PAS

L'acces internet marche : normal la route directe est configuré par le routeur

Examinons la table de routage du routeur :
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B <5 | B chipweb server

{f) FVS336Gv2_RM_18DEC14.p [ FV5336Gv2 RM_18DECT4.p | [ METGEAR ProSafe™ - Di X ‘ +
<

O @ M Erreur de certificat | https://192.168.2.70/scgi-bin/platform.cgi?page=diagnostics.htm

Rechercher dans la page Saisir le texte 3 rechercher Aucun résultat Options ~

NETGEAR

(PROSAFE|”

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Network Configuration ~Security VPN Users Administration Web Support  Logout

Router Status  Active Users  Traffic Mater Firewall Logs & E-mail VPN Logs

@IPva OIS
) Help
Ping through VPN tunnel? []
Select Local Gateway:
Select VPN Policy:
IP Address / Domain Name: <  Ping | @ Trace Route
2 Help
mtemettame: ] [0 o
) Help
Display the IPv4 Routing Table: B  Display NETGEAR ProSafe™ - Route Display - Microsoft Edge = O K
Reboot the Router: () Reboat
Capture Packets: € PackerTrace A\ Erreur de certificat | https;//192.168.2.70/scgi-bin/platform.cgi?page=poj

Route Display B

Schedule Reboot: [ ]

Destintion | Gateway Ganmask Flags | Metric |Ref|Uss|  Tfac
Reboot Time: |0 il [0 | 270 127.0.0.1 | 255.255.255.255 |UGH| 1 |0 | 0 lo
| 192.168.2.0 | o0.0.00 2552552550 | U | 0 | 0| 0| ethoa
| 172.19.00 0.0.0.0 255.255.0.0 U | o |00 |ethodase
Apply Reset | o000 [17219.0252 0.0.0.0 UG | o [0 o0 [etho4asa

2014 & Copyright NETGEAR®

P i = [ 1203
H L Taper ici pour rechercher T - = ~ G5 dx =)

06/06/2024

On voit gu’il n’y a pas de route vers le réseau 192,168,3,80 !! normal elle doit étre
configuré manuellement

ATTENTION : il faudra AUSSI configurer une route sur le reseaul vers le reseau2 CARils

ne sont pas reliés directement et aucun protocole de découverte n’est activé
(exempleRIP)

4.1.2 table de routage du PC config :
route print dans une fenétre cmd :
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ite de commandes
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4.2 Création d’une route statique

Essayons de créer une route statique entre reseaul LAN : 192.168.3.80 et reseau2 LAN
192.168.2.70.

4.2.1 Création sur routeur2
Aller dans l'interface de:routing

B €|ﬁ NETGEAR Prosafe™ -Re X | [ Configurez leroutage deve + v - X
& > 0 @ A Eveurdecertificat | hiips//192.168.2.70/5cgi-bin/platform.coi?page=routing him = Lo’

NETGEAR

L]
ROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS

Static Routing @RIP Configuration (8)[Pvd ()IPv6

() Relp

Ajouter une route : add...

e EI| 5 NETGEAR Prosafe™ - A« % | [ Configurez leroutagedeve  +

&« => 0O @ A\ Erreur de certificat  https://192.168.2.70/scgi-bin/platform.cgi T = 7o'

NETGEAR

.
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings  DMZ Setup QoS

Add Static Route @IPva OIPvE
e
@ Help
Raute Name:
Active:
Private: [ |

Destination IP Address: El
Subnet Mask: EI
Interface:
Gateway IP Address:
Metric:
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On définit I'lP du réseau destination 192,168,3,80 et I'IP du prochain saut (du routeur

suivant) donc pour nous routeurl 172,19,3,80. Linterface de sortie pour aller au
routeur suivant est WAN1.

€| 55 NETGEAR ProSafe™ -Re X |[ Configurez leroutagedeve + v

= X
& = 0O @ A Eveurdecertificat | hitpsy//192.168.2.70/scgi-bin/platform.cgi o LR
NETGEAR
L
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN S5L VPN Firewall FVS336Gv3
Security VPN Users Administration Monitoring Web Support  Logout
WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS
@rip Configuration @1Pv4 () IPv6
Route Added Successfully
it
Regardons la nouvelle table de routage :
c—E|| 5 NETGEAR Prosafe™ -Di x | [ Configurez leroutagedeve  + = X
< - 0 @ A\ Erreur de certificat | https://192.168.2.70/scgi-bin/platform.cgi?page=diagnostics.htm ire = L &

NETGEAR

(PROSAFE|

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Network Configuration Security VPN Users Administration Web Support Logout

Router Status  Active Users  Traffic Meter Firewall Logs & E-mail VPN Logs

‘ e
METGEAR ProSafe™ - Route Display - Microsoft Edge = O X
A Erreur de certificat | https:;//192.168.2.70/scgi-bin/platform.cgi?page=poj 2) Help
Route Display ] :l
Destinztion Gateway Genmask Flags | Metric | Ref| Use|  Tface Ping | B Trace Route
127.0.01 | 127.0.0.1 | 255.255.255.255 [UGH| 1 |0 [ 0 Io E
192.168.3.0 | 172.13.3.80 | 255.255.255.0 | UG | 10 | 0 | 0 [etho.40sz o -
el
192.168.2.0 | 0.0.0.0 255.255.255.0 | U 0 (o] o] ethoa D
172.18.0.0 0.0.0.0 255.255.0.0 u o | o] o|ethoaosz J
0.0.0.0 | 172.19.0.252 0.0.0.0 us | o [ o] oetho.aosz
@ Help
2014 © Capyright NETGEAR®
Capture Packets: & Packet Trace
@ Help
Schedule Reboat: [ ]
Reboot Time: |0 [HH] |0 [MM]

On voit bien la nouvelle route créée.
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4.2.2 Création sur routeurl

On fait la méme configuration sur le routeurl en créant une route vers le routeur2.

€I| 5 NETGEAR Prosafe™ -Ec X | f) Configurez leroutagedeve + — %

&« > 0O @ A\ Erreur de certificat  https://192.168.3.80/scgi-bin/platform.cgi e = 1 e

NETGEAR

L
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS326Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings  DMZ Setup QoS

Edit Static Route @IPvd ()1Pv6

@ Help
Raute Name:
Active:

Private: [ ]

Destination IP Address: D
Subnet Mask: El
Interface:

Gateway IP Address:
Metric: 115

5 0—5| T NETGEAR ProSafe™ - Re X | [ Configurezle routagedeve | +

&« - 0 m A\ FErreur de certificat | https://192.168.3.80/scgi-bin/platform.cgi bie = LB

NETGEAR

L
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FUS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS

Static Routing @ RIP Configuration (8)1Pvd ()IPv6

Route Edited Successfully

0] Help
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| e e e =
Route Display Zl
Destination Gateway Genmask Flags | Metric | Ref |Use| Iface ing | (@) Trace Route |
127.0.0.1 127.0.0.1 255.255.255.255 | UGH 1 of0 lo
A 192.168.3.0 0.0.0.0 255.255.255.0 u o of0 eth.1
¢ Perform g
192.168.3.0 | 172.1%.3.70 255.255.255.0 uG 15 0 | 0 |eth0.4033
172.159.0.0 0.0.0.0 255.255.0.0 u o 0 | 0 |eth0.4033
0.0.0.0 172.15.0.252 0.0.0.0 UG 1] 0| 0 |etho.40%2
i Router O
2014 & Copyright NETGEAR®

REDUOT TNE ROUTETT ¥

Capture Packets: @ Packet Trace

i Schedule Reboot (2]

Schedule Reboot: ]

Reboot Time: [0 | (el [0 | ]

5. Test final :

Envoi d’'un message (en utilisant le navigateur : 192,168,3,83/index.htm) du réseau 2

(contenant le pc config 192,168,2,74 ) vers le réseau 1 (contenant l'afficheur
192,168,3,83).

Ca ne MARCHE PAS 111

Avec un ‘tracert’ on peut voir le trajet de la requéte.
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e de commandes

iration IP de Windows

thernet Ethernet

on.
ison locale.

sans fil Connexion au

Connexion au

Dy

de la dem
de
de la

woa i
w o

Dy

Et aussi avec Wireshark :
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M “Ethemet - x
FEichier Editer Vue Aller Capture Analyser Statistiques  Telephonje  Wireless  Qutils  Aide
Adm 2 ® ERERe==F LS EQaQaH
[Wip.addr == 132.168.3.83 [X] -]+
Mo, Time Source Destination Protocal Length Info

19 11.490484 192.168.2.74 192.168.3.83 TCP 66 52009 > http(8@) [SYN] Seq=0 Win=64240 Len=0 MS5=1468 WS=256 SACK_PERM=1

28 11.755768 192.168.2.74 192.168.3.83

66 52618 - http(88) [SYN] Se

[TCP Segment Len: @] ~

Sequence Number: @  (relative sequence number)

Sequence Number {raw): 2712319674

[Next Sequence Number: 1 (relative sequence number)]

Acknowledgment Number: @

Acknowledgment number (raw): @

1@@@ .... = Header Length: 32 bytes (8)

Flags: @x802 (SYN)

Window: 64248

[Calculated window size: 64248]

Checksum: @x8714 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

[Timestamps] v
10 da 43 16 3d 8c 8@ 23 81 12 a9 12 @5 @0 45 8@ C= % E “

Paquets: 192 - Affichés: 10 (5.2%)- Perdus: 0 (0.0%) Profile: Default

() #  wireshark_EthernetHXYHP2.pcapng

L Taper ici pour rechercher

Le tracert montre que I'ip 172.19.3.80 ne continue pas I'envoi du message...
Voyons sur le routeur correspondant (routeurl) si ca marche ?

Essayons un ping dans les 2 sens ....

Revoyons la configuration du routeurl car on voit que le routeur2 envoie...

Erreur de configuration sur routeurl :

sur ip destination : 192.168.3.0 au lieu de 192.168.2.0
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‘—EII 5 NETGEAR ProSafe™ - A« % | [ Configurez leroutagedeve | +

<« - 0 o A Erreur de certificat | https:/192.168.3.80/scgi-bin/platform.coi

NETGEAR

(PROSAFE|"

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support Logout

WAN Settings SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS

Add Static Route
—

@IPed ()IPvs

NON ¢a ne change rien !!!

Raute Name:
Active:

Private: [ |
Destination IP Address: EI

Subnet Mask: EI
Interface:

PLINURINE | I PR | PP | B n

Test en activant le RIP afin de découvrir les route tout seul !!!

Effacage des route statique des 2 cotés et activation du RIP

5.1 RIP

5.1.1 RIP sur routeur2 :
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{ * Enattente de réponse c X ‘ +
L R & | httpsy//192.168.2.70/scgi-bin/platform.cgi ¥ ¥= =
NETGEAR
.
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3
Security VPN Users Administration Monitoring Web Support Logout
WAN Settings ~ SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS
@ Ors
Operation succeeded
2 Help
RIP Direction:
RIP Version:
@ Help
Authentication for RIP-2B/2M required? First Key Parameters
Yes MDS5 Key Id:
& Mo MD5 Auth Key:
T MM DD YYYY HH MM SS
ot Valid Before:
([ [ - - - [
TR MM DD YYYY HH MM SS
ot Vali er:
(T [ - - -
Second Key Parameters
MD5 Key Id:
MDS5 Auth Key:
GRS M DD YYYY HH MM SS
ot Valid Before:
([ - -
o —— W DD YYYY HH MM SS
ot Vali er:
(T [ - - -
o F—
5.1.2 RIP sur routeurl
[ <3 [ METGEAR ProSafe™ - Routir =] METGEAR ProSafe™ - Rl | + = x
& = O @ A\ Erreur de certificat | hitps://192.168.3.80/scgi-bin/platform.cgi e = 71 &
NETGEAR
.
[PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3
Security VPN Users Administration Monitoring Web Support Logout
WAN Settings  SITT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS
@ Orris
e —
Operation succeeded
2} Help
RIP Direction:
RIP Version:
6] Help
Authentication for RIP-2B/2M required? First Key Parameters
Yes MD35 Key Id:
* No MD5 Auth Key:
TR RES MM DD YRYY HH MM SS
ot Valid Before:
(/[ [ - - -
AR W DD YWY HH MM SS
ot Vali er:
([ - - -
Second Key Parameters
MD5 Key Id:
MD5 Auth Key:
RS MM DD YRY HH MM SS
ot Valid Before:
(I [ - -
T MM DD YRY HH MM SS
ot Vali er:
(- - -
Apply Reset
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5.1.3 Test avec RIP
de reseau 2 vers reseaul ¢ca ne marche pas !!!

5.2 Recherche de panne

Test en passant en dhcp sur les WAN : NON

Test en retirant le switch entre les 2 routeurs : NON
Test en activant le RIP : NON

Test en activant le WAN2 en dhcp a travers le switch : NON

6. A tester:

vérifier que la passerelle est bonne sur le PC (vue ok car dhcp)
vérifier le parefeu du PC (ICMP) et 80 pour web a laisseer passer. (firewall pc ok )

créeer une route entre les 2 interfaces du routeur (inutile )

La modification du firewall du routeur a permis d’accéder au webrouteur2 du reseau
1 1113 confirmer

Apres autorisation de tout dans security — firewall — lan rules - inbound
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7. CA MARCHE entre LAN1 et LAN2
avec

R1:

WANT1 : 171,1,3,80

LAN1 :192,168,3,80-89 DHCP

R2:
WAN1 :171,19,3,70
LAN1:192,168,2,0 DHCP

Afficheur : 192,168,2,83

<= | [©] NETGEAR ProSafe™ - Rout =] WETGEAR ProSafe™ - Supy | T ChipWeb server > | B Invite de commandes - ] >
< O W T | 192.168.2.83/indexhtm
o

@ Messages

Gestion des messages i

Accueil
Gestion des messages (Name Value )
- u B p 3 1la connexion. . .
. |Affichage 511 i : on
@ Contréle - Do
INuméro du message 1
Visualisation configuration réseau [Action
Modification configuration réseau Choux du défilement Message fixe
Texte du message camarche2

[Masque de clignotement|

HJll © Taper ici pour rechercher O &Hi (5 ] o ] ﬁ
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ping entre les 2 réseaux dans un sens et I'autre : OK

7.1 Configuration R1 :
7.1.1 Config WAN

' c—E|| 5 NETGEAR ProSafe™ -\ % | METGEAR ProSafe™ - WAr 5 ChipWeb server = Nouvel onglet = Nouvel onglet +

< = 0O @ A\ Erreur de certificat | https://192.168.3.80/scgi-bin/platform.cgi?page=wan_mode.htm w

NETGEAR

.
RCISAFE NETGEAR ProSafe™ Gigabit Dual WAN 551 VPN Firewall F¥5336Gv3

Security VPN Users Administration Monitoring Web Support Logout

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

[ZXITT wan Setup | 6 to 4 Tunneling | ISATAP Tunnels
——

@IPvd (IPVE

&) Help
Use NAT or Classical Routing between WAN & LAN interfaces?
O nat
(®) Classical Routing
8] Help
IPv4 only mode
) 1Pva / IPv6 mode
0 Help
(0 Load Balancing Mode Weighted LB
(®) Primary WAN
[ Auto Rollover Secondary: |WAN2
Apply Reset
O—EI| T NETGEAR ProSafe™ -\ % |5 NETGEAR ProSafe™ - WAN T ChipWeb server Nouvel onglet Nouvel onglet + v
< - 0O 0 A Erreur de certificat | https;//192.168.3.80/scgi-bin/platform.cgi?page=wan_settings.htm %

NETGEAR

L3
[PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FV5336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

WAN Mode (TN ®IPvd )1PE

@ Help
WAN Status WAN IP Failure Detection Method Action
WAN1 up 171.19.3.80 DNS Lackup (WAN DNS Servers) (2 Edit EIEET
WANZ DOWN 0.0.0.0 DNS Loakup (WAN DNS Servers) @ edi B Status
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'—EI| B3 NETGEAR ProSafe™ -1 % | B NETGEAR ProSafe™ - WAN 3 ChipWeb server = Nouvel onglet = Nouvel onglet + - X
&< - O w M\ Erreur de certificat | htf 192.168.3.80/scgi-bin/platform.cgi Y = 1 =

NETGEAR

“
ROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS  Routing

WAN1 IPva ISP Settings @ secondary Addresses (@ Advanced
e

Pud () IPVE

() Help
Does Your Internet Connection Require a Login? Logr: |
Password: ,7
(Z) Help
Which type of ISP connection do you use? Account Mame: [ |
® Austria (PPTP) Domain Name: [ |
Other (PPPoE) Idle Timeout: (@) Keep Connected
1dle Timeout
5 oMinutes]
My P Address: [ T W
Server IP Address: ,_,_,_,_
[Current 1P Address) @ Help ) Help
() Get Dynamically from ISP Get Automatically from ISP
Client Identifier: D Use These DNS Servers
wendor Class Identifier: Primary DNS Server: [8_|[8__ |8 |8 |
® Use Static IP Address Secondary DNS Server: [ [ |} |
IP Address:
IP Subnet Mask:
Gateway IP Address:
3 Help
Connection Reset: [ |
Disconnect Time: ’0— [HH] ,0— [MM] o

E R Taper ici pour rechercher
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7.1.2 Routing :

€| 5 NETGEAR ProSafe™ -F ¥ | 5] NETGEAR ProSafe™ - WAN [ ChipWeb server & Nouvel onglet [ Nouvel onglet + v
<« - 0 o A Erreur de certificat | https://192.168.3.80/5cgi-bin/platform.cgi?page=routing.htm W

NETGEAR

L
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FUS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS

Static Routing @RIP Configuration (8)1Pv4 ()IPv6

@ Help

[

Tobnabarn Ak
€I| [ METGEAR ProSafe™ - % |53 MNETGEAR ProSafe™ - WAM [ ChipWeb server [=] Nouvel onglet = Nouvel onglet + v
« - 0O @ A Erreur de certificat | httpsy//192.168.3.80/scgi-bin/platform.cgi ine

NETGEAR

.
(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Security VPN Users Administration Monitoring Web Support  Logout

WAN Settings  SIIT  Protocol Binding  Dynamic DNS  LAN Settings  DMZ Setup QoS

Edit Static Route

Pvd () IPVE

@ Help
Raute Name:
Active:
Private: [ ]

Destination IP Address:

fes e Jo |

Subnet Mask:

Interface: |WAN1 ™

Gateway IP Address:

Metric:

7.1.3 Security : Firewall

o—ﬁ‘ [ NETGEAR ProSafe™ -1 X | [ NETGEAR ProSafe™ - WAN [ ChipWeb server [= Nouvel onglet = Nouvel onglet + v - X

&« = 0Ot A Erreur de certificat | https://192.168.3.80/scgi-bin/platform.cgizpage=lan_wan_ruleshtm Yo = 1w

NETGEAR

o
ROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3
Network Configuration VPN Users Administration Monitoring Web Support Logout
Services Schedule Address Filter Port Triggering UPnP Bandwidth Profile  Content Filtering
[T oMz WAN Rules LAN DMZ Rules  Attack Checks Session Limit IGMP Advanced @1Pva OIPYE
Default Qutbound Policy: [Allow Always | @ sssly
@) Help
‘ ) ‘ Index ‘ Service Name ‘ Filter | LAN Users ‘ WAN Users ‘ QS Profile | Bandwidth Profile ‘ Log ‘ Action
Oe : Ay ALLOW alvays Any Any NONE NONE Hays | (@) Edit
@) Select Al | ®  Delee | @ Enzble | O Dissdle | @ Ak
gree ]
@ Help
‘ ! ‘lndex‘ Service Name ‘ Filter | LAN Server IP Address | LAN Users ‘ WAN Users ‘ QOS Profile ‘ Destination ‘ Bandwidth Profile ‘ Log. ‘ Action
Oe : ANy ALLOW always Any Any NONE HONE Always | @ Edit
@ st | ® e | @ bk | O oste | @ ag. |
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7.1.4 Security — Firewall - Attack check :

¢—E|| 5 NETGEAR ProSafe™ -4 X |E| METGEAR ProSafe™ - WAM 5 ChipWeb server = Nouvel onglet = Nouvel onglet +

e

O @

A Frreur de certificat | https://192.168.3.80/scgi-bin/platform.cgi?page=attack_checks.htm P

NETGEAR

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

(PROSAFE|’

Network Configuration VPN Users Administration Monitoring Web Support Logout
Services  Schedule Address Filter  Port Triggering  UPnP  Bandwidth Profile  Content Filtering
LAN WAN Rules DMZ WAN Rules LAN DMZ Rules Session Limit IGMP Advanced @ IPvd (TP
==
6] Help

WAN Security Checks VPN Pass through

Respond to Ping on Internet Ports IPsec
Please specify which IP Address should be allowed: PPTP

® any L2TP

1P Address Ry

Enable Stealth Mode

Block TCP flood

TCP Flood Limit: [Packets per Second][max: 100]

LAN Security Checks
Block UDP flood

UDP Flood Limit: [Connections per Second][max: 40]

[] Disable Ping Reply on LAN Ports

Apply Reset
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7.1.5 Monotoring R1 :

B & | O NETGEAR ProSafe™-F X lEI MNETGEAR ProSafe™ - WAN - 5 ChipWeb server [=] Nouvel onglet Nouvel onglet + v - %
& = 0 @ A Ereurdecertificat httpsy/192.168.380/5cqi-bin/platform.cqifpage=router status detailed htm o= LB

NETGEAR ProSafe™ Gigabit Dual WAN S5L VPN Firewall FVS3366v3

Network Configuration  Securlty VPN Users Administration Web Support  Logout

Active Users  TrafficMeter  Disgnosties  Firewall Logs & E-mail VPN Logs

Y YLAN atatus Tunnel Status @ Qe
——
DS g
VLAN Profile: Default VLAN Profile: Default
VLANID: 1 VLANID: 1
MAC Address: a0:04:60:01:63:6c MAC hddress: 80:04:60:01:63:6c
IP Address: 192.168.3.80 IP hddress: 192.168.3.80
Subnet Mask: 255.255.255.0 Subnet Mask: 235.255.255.0
DHCP Status: Enabled DHCP Status: Enabled
D= ¢
VLAN Profile: Default VLAN Profile: Default
VLANID: 1 VLANID: 1
MAC Address: a0:04:60:01:63:6c MAC hddress: 20:04:60:01:63:6c
IP Address: 192.168.3.80 IP Address: 192.166.3.80
Suibnet Magk: 255.255.255.0 Subnet Mask: 255.255.255.0
DHCP Status: Enabled DHCP Status: Enabled
S e
IPv6 Address IPvb hddress:
DHCP Status: TPvE is disabled DHCP Status: 1PvE is disabled
Primary DNS Server: Primary DNS Server:
Secondary DNS Server Secondary DNS Server:
WAN Made: Single Part WAN Made: Single Port
Wan State: UP Wan State: Dawn
NAT: Disabled NAT: Disabled
IPvd Connection Type: Static [P IPv4 Connection Type: Dynamic IP {DHCP)
IPvE Connection Type: IPvE is disabled IPvE Connection Type: TPvé is disabled
IPv4 Connection State: Connected IPvd Connection State: Nat Yet Connecled
IPv6 Conmection State: IPv6 is disabled Ipv6 Connection State: IPv6 is disabled
WAN Connection Type: Static IP WAN Conneetion Type: Dynamic IP {DHCP)
Upload Connection Speed: 1000000 Kbps Upload Connection Spesd: 1000000 Kbps
Download Connection Speed: 1000000 Kbps Download Connection Speed: 1000000 Kbps
1P Address: 171.19.3.80 TP Address: 0.0.0.0
TPvb Address: IPv Address:
Subnat Mask: 255.235.0.0 Subnet Magk: 0.0.0.0
Galeway: 171.19.3.70 Gateway: 0.0.0.0
Primary DNS: 8.8.5.8 Primary DNS: 0.0.0.0
Secondary DNS: Secondary DNS: 0.0.0.0
MAC Address: AD:04:60:01:63.78 MAC Address:
Gateway (IPVE): Gatewsy {IPv6)
Primary DNS (IPvE): Primary DNS {IPvé):
Secondary DNS (IPvE): Sacondary DNS {IPvE):

B — o 0648
H £ Taperici pour rechercher IR z
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7.2 Configuration Routeur 2 R2 :
7.2.1 Configuration WAN

= ‘ E] METGEAR Pmsafe“‘-m.llj 5 WETGEAR Prosafe™ -1 x lEI ChipWeb server =] Nouvel onglet 4 Nouvel onglet + =

« = O M\ Erreur de certificat | httpsy//192.168.2.70/scgi-bin/platform.cgi I = 7 =

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS326Gv3

Active Users  Traffic Meter  Diagnostics  Firewall Logs & E-mail VPN Logs

LUy Detailed status  VLAN status  Tunnel Status eshow Statistics (@) [Pva () IPv6

System Name: FVS336GV3
Firmware Version: 4.3.1-14
S evamdaeess | subnetmask |
Port 1 192.168.2.70 255.255.255.0
Port 2 192.168.2.70 255.255.255.0
Port 3 192.168.2.70 255.255.255.0
Port 4/DMZ 192.168.2.70 255.255.255.0
MAC Address: 10:DA:43:16:30:8C
1Pw6 Address:
DHCP Server: Enabled
DHCP Relay: Disabled
DHCPv6 Server: 1Pv6 is disabled

DMZ IPv6 Information (2
IPv6 Address:

‘ DHCPv6 Server: ‘ 1Pv6 is disabled |
WAN Information (2)
IPv4 Address Subnet Mask IPv6 Address Status
WAN 1 171.19.2.70 255.255.0.0 ue
WAN 2 0.0.0.0 0.0.0.0 DOowWN

2014 © Copyright NETGEAR®

B <« [J NETGEAR ProSafe™ - Rout ] 5 NETGEAR Prosafe™ -1 X lEl ChipWeb servar = Nouvel onglet = Nouvel onglet + v - x
< - U o A Ereur de certificat | https://192.168.2.70/scgi-bin/platform.cgi?page=wan_madehtm ¥ = L'

NETGEAR

(PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3
smT L DMZSetup QoS Routing
[ITTT WAN Setup 6 to 4 Tunneling ISATAP Tunnels @1Pvd O IPve

NAT (Network Address Translation) ©)

Use NAT or Classical Routing between WAN & LAN interfaces?
O nat

@ Classical Routing

@® 1Pva only mode

) 1Pv4 [ IPv6 mode

.oad Balancing Settings ©)
O Load Balancing Mode Weighted LB

@ Brimary WAN

[] Auto Rollover Secondary: [W)

Apply
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B & [ NETGEAR ProSafe™ - Rout | 3 NETGEAR ProSafe™ -V % | 3 ChipWeb server
&= O

M\ Erreur de certificat | htp

Nouvel onglet
92.168.2.70/scgi-bin/platform.cgi?page=wan_settings.ntm

Nouel onglet
NETGEAR

+ v
PROSAFE|’

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3
Security VPN Users Administration Monitoring Web Support  Logout
SIIT  Protocol Binding  Dynamic DNS ~ LAN Settings DMZ Setup Qo5  Routing
WAN Mode §UEUES T @I (1P
—
@) Help

WAN | Status | WAN IP Failure Detection Method Action
<« | [ NETGEAR ProSafe™ - Rout = NETGEAR Prosafe™ -\ »x | ChipWeb server
- 0O m M Erreur de certificat | htt 192.168.2.70/scgi-bin/platform.cgi

[= Nouvel onglet

= Nouvel onglet
NETGEAR
(PROSAFE]|’

Security VPN
SIIT

‘WAN1 IPv4 ISP Settings

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FV5336Gv3
Users Administration Monitoring Web Support Logout
Protocol Binding  Dynamic DNS  LAN Settings DMZ Setup QoS Routing
@ 5econdary Addresses (@ Advanced @1IPv4 (O1PVE
@ Help
Does Your Internet Connection Require a Login? Login:
O Yes Password:
No
() Help
Which type of ISP connection do you use? Account Name:
® Austria (PPTP) Domain Name:
Other (PPPoE) Idle Timeout: ® keep Connected
Idle Timeout
5 [Minutes]
My IP Address: . 8 !
Server IP Address: . g g
{Current IP Address) ) Help
(O Get Dynamically from ISP
Client Identifier:
Vendor Class Identifier:

Use Static IP Address
IP Address:

(@) Help
Get Automatically from ISP
IP Subnet Mask:

Gateway IP Address:

(®) Use These DNS Servers

Primary DNS Server: 3 18 s | ]

H L Taper ici pour rechercher

Secondary DNS Server: | [ | | ]

Connection Reset:

m|

Disconnect Time: [0 [HH] [0 [MM]

(2 Help
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7.2.2 Security — Firewall — LAN rules :
B < [ METGEAR ProSafe™ - Rout =5 METGEAR ProSafe™ -1 x |5 ChipWeb server = Nouvel onglet

< - 0O @ M\ Erreur de certificat | https://192.168.2.70/scgi-bin/platform.cgi?page=lan_wan_rules.ntm

NETGEAR

= Nouvel onglet +

.
[PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FVS336Gv3

Network Configuration VPN Users Administration Monitoring Web Support Logout

Services  Schedule Address Filter  Port Triggering  UPnP  Bandwidth Profile  Content Filtering

[TTTTTCLTT DMZ WAN Rules  LAN DMZ Rules Attack Checks | Session Limit IGMP  Advanced
———nel

@IPvd (OIPvE

Default Outbound Policy: |Allow Always v & 2paly

@ skl | @ b | @ mesk | O ombe | @

@ Help
| d ‘ Index ‘ Service Name | Filter | LAN Users ‘ WAN Users ‘ QoS Profile ‘ Bandwidth Profile ‘ Log | Action
D|.‘ 1 ‘ ANY | ALLOW always | Any ‘ Any ‘ NOMNE ‘ NONE ‘ Always | (@) Edit

Add...

uoe [[ ]

| ! ‘Index| Service Name ‘ Filter | LAN Server IP Address | LAN Users ‘ WAN Users | QOS5 Profile ‘ Desti

D|.‘ 1 | ANY ‘ALLOW;\»-Jays

| Any ‘ Any | NONE ‘

@ sectl | @ e | @ etk | O mmbe | @

7.2.3 Security — firewall — Attack check :

< [ METGEAR ProSafe™ - Rout | T NETGEAR ProSafe™ -, X | B ChipWeb server [= Nouvel onglet =

&« - O M\ Erreur de certificat | https://192.168.2.70/scgi-bin/platform.c e=attack_checks.htm

NETGEAR

2 Help
inatinn| Bandwidth Profile | Log | Action
| NONE Always @il
redn |
Nouvel onglet +

.
[PROSAFE NETGEAR ProSafe™ Gigabit Dual WAN SS1L VPN Firewall FVS336Gv3

Network Configuration VPN Users Administration Monitoring Web Support Logout

Servicas  Schedula Address Filter  Port Triggering UPnP  Bandwidth Profile  Content Filtering

LAN WAN Rules DMZ WAN Rules LAN DMZ Rules [Nicta dw 0 oY Session Limit IGMP Advanced

@ IPvd O IPvE

WAN Security Checks VPN Pass through
Respond to Ping on Internet Ports IPsec
Please specify which IP Address should be allowed: PPTP
® Any L2TP

) IP Address |
Enable Stealth Mode
Block TCP flood
TCP Flood Limit: [Packets per Second][max: 100]
LAN Security Checks
Block UDP flood

UDP Flood Limit: [Connections per Second][max: 40]

[ pisable Ping Reply on LAN Ports

Apply Reset
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7.2.4 Monitoring R2 :

B & [ NETGEAR ProSafe™ - Rout | 5 NETGEAR Prosafe™ - | X |5 ChipWeb server

€ - 0@

H P Taperici pour rechercher

A Erreur de certificat | hitps

NETGEAR

Network Configuration  Security VPN Users  Administration

192.168.2.70/scqi-bin/platform.cgi?page=router_

Nowvel onglet

us_detailed htm

Nouvel onglet

NETGEAR ProSafe™ Gigabit Dual WAN SSL VPN Firewall FUS336Gv3

Router Status [ N EATTY VLAN status Tunnel Status

Web Support  Logout

Firewall Logs & E-mail VPN Logs

——
@ rep
VLAN Profile: Default VLAN Profile: Default
VLAN ID: 1 VLANID: 1

MAC Address:
1P Address:

Subng

DHCP Status:

VLAN Profile:
VLAN ID.
MAC Address:
1P Address:
Subnet Mask

DHCP Status:

1Py Address:
DHCP Status:
Frimary DN Server:

Secondary DNS Server:

W

Wan State

10:da:43:16:3d:8¢
192.168.2.70

.255.255.0
Enabled

@ e

Default

1

10:da:43: 16:3d:8¢
192.168.2.70
.255.255.0
Enabled

@ ek

IPwE Is disabled

: Single Part

up

NAT: Disabled

1Pvd Conmection Type:
1PvE Conmection Type:

IPv4 Connection St

IPv6 Connection

WAM Connection Type:

Upload Cennection Speed:

Ioad Connection 5

IP Address:

Slatic IP
1Pv6 is disabled

Connected

: IPvA is disabled

Static IP
1000000 Kbps
: 1000000 Kbps

183.70

IPvb Address:

Subnet Mask:
Galeway:

Primary DNS:

155.235.0.0
171.19.3.60
8888

Secondary DNS:

MAC Address

+ 10:DA:43:16:30:98

Gateway (IPvE):

Primary DNS (IPvB):

Seeondary DNS (IPv6):

MAC Address:
1P Address:
Subnet Mask:

DHCP Status:

VLAN Profile:
VLAN ID:
MAC Address:
1P Address:
Subnet Mask:

DHCP Status:

1Pv6 Address:
DHCP Status:
Primary DNS Servar:

Secondary DNS Server:

AN Mode:

Wian State

NAT:

IPvd Connection Type:

IPvE Connection Type:

IPvd Conneclion State:

IPv6 Conneclion State:
WAN Connection Type:

Upload Connection Spead:

Download Connect

1P Address:

IPv6 Address:
Subnet Mask:
Gateway:

Primary DNS:
Secondary DNS:
MAC Address:
Gatewzy {IPvé):
Primary DNS {IPvé):

Sacondary DNS {IPv6):

ee:

10:da:43:16:3d:8¢
192.1;

Enabled

@ ety

Default

1
10:da:43:16:3d:8¢
192.166.2.70
255.255.255.0

Enabled

3 telp

1PvE is disabiled

@ ety

Single Port

D

Disabled

Dynamic IP {DHCP)
IPuf is disabled
Nat Yet Connecled
TPy is disabiled
Dynamic IP (DHCP)
1000000 Kbps
1000000 Kbps
0.0.0.0

0.0.00
0.0.00
0.0.00
0.0.00
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8. Modifications :

8.1 Ajout d’un switch sur le réseau 171.19.3.xx

Test acces Afficheur (réseau2) de réseau 1 vers réseau 2 : OK

Utilisation de Wireshark pour enregistrer les échanges entre R1 (portl) et R2 (port2)
(mirroring vers Pcconfig)

Se placer en 10,90,90,91 car le switch d’usine est en 10,90,90,90.
Cabler le Pcconfig sur le switch (port2)

Déactiver le Wifi sinon ¢a ne marche pas

Aller a I'lP 10,90,90,90 / pass = admin

Monitoring + Mirroring des port1(WAN R1) et 8(WAN R2) vers le port2 (PCconfig)

] ChipWeb server ® ChipWeb server x| [H] DGs-1100-08 x|+ v = *
¢ > C O & 10903090 w @ 8 =

D-Link

Building Networks for People

* DGS-1100-08
p System
i#-fi Management Mirroring Settings
-J L2 Features ; >
- s Mirroring Setings @Enabled () Disabled
-fil Securty
{3l 0N
515 Monitoring
- Ee i sttistios Frame Type (gt v

=1 rroring Seftings|

Destination !.ethz v.l

8.2 Sniffage trames

Lancer Wireshark sur le PCConfig (se remettre dans le réseau 171,19,
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1&tres IP peuvent étre déterminés automatiquement si v
permet. Sinon, vous devez demander les paramétres IP
s & votre administrateur réseau.

*nir une adresse IP automatiguement

er I'adresse IP suivante :

elP: [171. 13 . 3 . 79 |
o

zlle par défaut : | | . . . |

: de sous-réseau : | 255 .255 . 0 .

:nir les adresses des serveurs DMS automatiguement

er I'adresse de serveur DMNS suivante :

r DNS préféré : [8 .8 .8 .8 |

r DMNS auxiliaire : | . . . |

der les paramétres en guittant Avran

8.2.1 Trame Afficheur - PC
Envoyer la trame de commande de l'afficheur et sniffer la transaction.

On ne voit pas la trame GET mais les trames RIP sont visibles :

M “Ethernet <
Fichier Editer Vue Capture  Analyser Statistiques  Telephonie  Wireless  Outils  Aide

AE:® B Re= I =aa8qmn

(M Tooply = display fiter = -]+

Mo Time Source Destination Protocol Length Info
r 1 ©.000000 171.19.3.7@ 171.19.255.255 RIPvl 106 Response
2 38.00808243 171.19.3.7@ 171.19.255.255 RIPv1 186 Response
3 68.888491 171.19.3.7@ 171.19.255.255 RIPv1 186 Response
4 99.000761 171.19.3.7@ 171.19.255.255 RIPvl 106 Response
5 1268.881811 171.19.3.7@ i171.19.255.255 186 Response
6 158.881235 171.19.3.7@ 171.19.255.255 186 Response
7 180.901505 171.19.3.7@ 171.19.255.255 106 Response
8 218.881765 171.19.3.7@ 171.19.255.255 186 Response
9 248.882867 171.19.3.7@ 171.19.255.255 186 Response
1@ 279.902275 171.19.3.7@ 171.19.255.255 106 Response
11 380.882542 171.19.3.7@ 171.19.255.255 186 Response
12 338.882889 171.19.3.7@ 171.19.255.255 186 Response
13 360.003038 171.19.3.7@ 171.19.255.255 106 Response
L 15 398.883383 171.19.3.7@ 171.19.255.255 RIPv1 186 Response

Frame 5: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface \Device\NPF_{4EGEBIEC-4D62-4454-B333-BD6CE563E0DD}, id @
Ethernet II, Src: Netgear 16:3d:9b {18:da:43:16:3d:9b), Dst: Broadcast (ff:ff:ff:ff:ff:¥f)
Internet Protocel Version 4, Src: 171.19.3.7@ (171.19.3.7@), Dst: 171.19.255.255 (171.19.255.255)
User Datagram Protecol, Src Port: router (520), Dst Port: router (528)
v Routing Information Protocol
Command: Respense (2)
Version: RIPv1 (1)
IP Address: 192.168.2.8, Metric: 1
IP Address: 192.168.3.8, Metric: 15
IP Address: 171.19.9.8, Metric: 1

ff ff ff ff ff ff 16 da 43 16 3d 9b @8 @0 45 @8 - ----- - - C-=---E-

O #  wireshark_EthernetRGEAPZ.pcapng Paguets: 15 - Affichés: 15 (100.0%)

R Taper ici pour rechercher
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Profile: Default




SLSO06 - TP routeur Afficheur industriel

ATTENTION le switch ne laisse pas tout passer!!!pourquoi ???!

AVEC un HUB on voit tout passer !!!

M entre Routeur sur 171.pcapng — b
Fichier Editer Vue Aller Capture Analyser OStatistiques Telephonie  Wireless  Outils  Aide
4m 7 ® BRe==F 8 = @qam
[ Japply = display fiter _ <cirl =3 <]+
Mo, Time Source Destination Protocal Length Info Lol
339 241.258685 192.168.2.83 192.168.3.85 HTTP 6@ HTTP/1.@ 288 OK (GIF89a)
345 241.269757 192.168.3.85 192.168.2.83 HTTP 428 GET /fondl.gif HTTP/1.1
358 241.318815 192.168.2.83 192.168.3.85 HTTP 6@ HTTP/1.@ 288 0K (GIF89a)
368 243.116493 192.168.3.85 192.168.2.83 HTTP 474 GET /creer.htm HTTP/1.1
466 243.458865 192.168.2.83 192.168.3.85 HTTP 6@ HTTP/1.8 288 0K (text/html)
480 249.823246  192.168.3.85 192.168.2.83 HTTP 97 POST /creer.htm HTTP/1.1 (application/x-www-form-urlencoded)
i 575 249.645338 192.168.2.83 192.168.3.85 HTTP 6@ HTTP/1.0 288 OK (text/html) |
25 23.225760 192.168.3.85 192.168.2.83 P 74 Echo (ping) request id-8x@@@l, seq=76/19456, ttl=127 (reply in 26)
26 23.232544 192.168.2.83 192.168.3.85 P 74 Echo (ping) reply  id=8x@@@1, seq=76/19456, ttl=63 (request in 25)
27 24.244922 192.168.3.85 192.168.2.83 ICHP 74 Echo (ping) request id=@x@@@l, seq=77/19712, ttl=127 (reply in 28)
28 24.246784 192.168.2.83 192.168.3.85 P 74 Echo (ping) reply  id-8x@@@l, seq=77/19712, ttl=63 (request in 27)
3@ 25.263673 192.168.3.85 192.168.2.83 P 74 Echo (ping) request id=8x@@@1, seq=78/19968, ttl=127 (reply in 31)
31 25.265737 192.168.2.83 192.168.3.85 ICHP 74 Echo (ping) reply  id=@x@@@l, seq=78/19968, ttl=63 (request in 3@)
33 26.280948 192.168.3.85 192.168.2.83 P 74 Echo (ping) request id-8x@@@l, seq=79/20224, ttl=127 (reply in 34) ||
34 26.283148 192.168.2.83 192.168.3.85 P 74 Echo (ping) reply  id=8x@@@1, seq=79/28224, ttl=63 (request in 33)
4 5.192828 171.19.3.7@ 171.19.255.255 RIPvwl 86 Response |
11 10.196886 171.19.3.78 171.19.255.255 RIPw1 66 Request —
43 35.197843 171.19.3.78 171.19.255.255 RIPw1 86 Response
65 65.197369 171.19.3.7@ 171.19.255.255 RIPvwl 86 Response
188 95.197612 171.19.3.78 171.19.255.255 RIPw1 86 Response
126 125.197793 171.19.3.7@ 171.19.255.255 RIPw1 86 Response v
Frame 488: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{4EGESIEC-4D62-4454-B333-BD6C6563EGDD}, id @
Ethernet IT, Src: Netgear 81:63:7b (a@:04:60:81:63:7b), Dst: Netgear 16:3d:9b (10:da:43:16:3d:9b)
Internet Protocol Version 4, Src: 192.168.3.85 (192.168.3.85), Dst: 192.168.2.83 (192.168.2.83)
Transmission Control Protocol, Src Port: 54975 (54975), Dst Port: http (8@), Seq: 561, Ack: 1, Len: 43
[2 Reassembled TCP Segments (683 bytes): #479(568), #488(43)]
Hypertext Transfer Protocol
¥ HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "mes n" = "1"
Form item: "action_mes" = "Tester un message”
Form item: "mes_defil" essage fixe”
Form item: "mes_text" snif11"
Form item: “mes_clig” = "*
‘ 10 da 43 16 3d 9b 2@ @4 62 @1 63 7b @5 @0 45 8@ C= T E -
Frame (37 bytes) Reassembled TCP (603 bytes)
() 7 entre_Routeur_sur_171.pcapng Paquets: 582 - Affichés: 582 {100.0%) Profile: Default

L Taper ici pour rechercher
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